African Market Research Services
Unit 1a, Barlett Lake Office Park
3 Dr Vosloo Rd, cnr Trichardt
Barlett, Boksburg, 1459

African Market R +27(0)11 608 0700

Research Services mail@clear.co.za

PO Box 1129, Rivonia, 2128

PROTECTION OF PERSONAL INFORMATION-POPI POLICY AND COMPLIANCE

AFRICAN MARKET RESEARCH SERVICES (PTY) LTD IS COMMITTED TO COMPLIANCE WITH, AND
ADHERES TO, THE PROTECTION OF PERSONAL INFORMATION ACT (POPI) SOUTH AFRICA, AND
CONFIRM THAT WE COMPLY WITH THIS LEGISLATION.

Intfroduction

The POPI Act requires us to:

1. Sufficiently inform vehicle owners (data subjects), the purpose for which we will process their
personalinformation;

2. Protectourinformation assets from threafs, whetherinternal or external, deliberate or accidental,to
ensure businesscontinuation,minimise business damage and maximise business opportunities.

This policy and compliance framework establishes measures and standards for the protection and
lawfulprocessing of personalinformation within ourorganisation andprovides principlesregarding the
right ofindividuals to privacy and toreasonable safeguarding of their personalinformation.

The Information Officeris responsible for;

Conducting a preliminaryassessment;

The development, implementation and monitoring of this policy and compliance framework;

Ensuring that this policy is supported by appropriate documentation;

Ensuringthatdocumentationisrelevant andkeptup todate;

Ensuring this policy and subsequent updates are communicated torelevantmanagers,
representatives, staff and associates, where applicable.

Allemployees,subsidiaries, businessunits,departments and individualsdirectlyassociated with us are
responsible foradheringto thispolicy andforreporting anysecurity breaches orincidentstothe
Information Officer.

Any service provider that providesinformation technology services, including data storage facilities, to
our organisation must adhere the requirements of the POPI Act to ensure adequate protection of
personalinformation held by them on our behalf. Written confirmation to this effect must be obtained
fromrelevant service providers.
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Policy Principles

Principle 1: Accountability

¢  Wemusttakereasonablestepstoensure that personalinformation obtained fromvehicle
ownersis stored safely andsecurely.

e This includestheVehicle DetailFormandanyotherpersonal information that may be obtained
forthe purpose of using facilitating the service of the vehicle owners vehicle.

Principle 2: Processing limitation

¢ We will collect personal information directly from vehicle owners.

e Onceinourpossessionwe willonly processorrelease vehicle owners informationwiththeir
consent, except where we are required to do so by law. In the latter case we will always
inform the vehicle owner.

Principle 3: Specific purpose
e Wecollectpersonalinformationfrom vehicle owners to enable us to usestheirvehiclesin our
mystery shopping programme and have theirvehiclesserviced atan OEM garage.

Principle 4: Limitation on further processing

e Personalinformation may not be processed furtherin away thatisincompatible with the
purpose forwhichtheinformationwascollectedinitially. We collect personalinformationfor
rour mystery shopping programme and it will only be used for that purpose.

Principle 5: Information quality

e We are responsible for ensuring that vehicle owner information is complete, up to date and
accurate before we use it. Thismeans that it may be necessary torequest vehicle owners, from
time totime,toupdatetheirinformationand confirmthatitisstillrelevant. Ifwe are unable to
reach a vehicle owner for this purpose theirinformation will be deleted from ourrecords.

Principle 6: Transparency/openness
o  Where personalinformationis collected from asource otherthan directly from the vehicle
owner (EG Socialmedia, portals) we areresponsible for ensuring that the vehicle owneris
aware:
o Thattheirinformationis being collected;
o Whoiscollecting theirinformation by giving them our details;
o Ofthe specificreason that you are collecting theirinformation.

Principle 7: Security safeguards

¢  We will ensure technical and organisational measures to secure the integrity of personal
information, and guard against the risk of loss, damage or destruction thereof. Personal
information must also be protected against any unauthorised orunlawfulaccessorprocessing. We
are committed to ensuring that information is only used for legitimate purposes with vehicle
owners consent and only by authorised employees of our company.

Principle 8: Participation of individuals

¢ Vehicle ownersare entitled toknow particulars of theirpersonal informationheld by us, aswellas
the identity of any authorised employees of ouragency that had access thereto. They are also
entitled to correct any information held by us.
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Operational Considerations

Monitoring

The Board/Management and Information Officer are responsible for administering and overseeing the
implementation of this policy and, as applicable, supporting guidelines, standard operating
procedures, notices, consents and appropriate related documents and processes. Allemployees,
subsidiaries,businessunits,departmentsandindividualsdirectlyassociatedwithusaretobetrained,
accordingtotheirfunctions,intheregulatoryrequirements, policiesand guidelinesthatgovernthe
protection of personalinformation. We willconduct periodic reviews and audits, where appropriate, to
ensure compliance with this policy and guidelines.

Operating controls
Weshallestablish appropriate standard operating proceduresthat are consistentwith thispolicy and
regulatory requirements. This willinclude:

Allocation of information security responsibilifies.
Incident reporting and management.

User ID addition orremoval.

Information security tfraining and educatfion.
Data backup.
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Policy compliance
Anybreach/es of thispolicy mayresultindisciplinary action and possible termination of employment.

For vehicle owners:

By Submitting your information and application you hereby confirm:
1. Thatyou have read and understood our POPI Policy;
2. Thatyouhavenoobjectiontousretainingyourpersonalinformationin ourdatabase forfuture
mystery shopping interventions;
3. Shouldsuitable mysteryshoppingopportunities arise we willcontactyouandrequestyourconsent
touse your vehicle in our mystery shopping programme;
4. Thatthe information you have provided to usis true, correct and up to date.

Ifyouhave any additional questions about African Market Research Services (Pty) Ltd.’s
collectionand storage ofdata, please contact usat:

19 BUSHWILLOW EDENVALE, Gauteng, 1609 South Africa

T: +27 (0)11 608 0700
E: mail@clear.co.za





